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Abstract   ²  Cloud Computing has emerged as a 
large-scale distributed system model for utility 
computing, whereby services are supplied on-demand 
[1][2]. It has been proposed that Clouds are in the 
process of evolving from single, monolithic Clouds 
such as EC2 [18] or Microsoft Azure [21] serving 
many consumers to a federation of autonomous 
Clouds [3][8]. However, there remain a number of 
research challenges in building dependable and 
robust Clouds; a critical research problem that has 
not yet to be fully understood[5][27]. This paper 
discusses the issues and challenges surrounding Cloud 
dependability, and outlines research areas of 
opportunity for improving the dependability and 
robustness of federated Clouds. 
 
Index   Terms²  Cloud  computing, Cloud federation, 
dependability, reliability 
I.  INTRODUCTION 
    Cloud computing is a computing paradigm that 
facilitates large scale, flexible computing 
infrastructure on demand, allowing the Cloud 
infrastructure to scale-up and scale-down in 
accordance to user requirements and to satisfy QoS 
agreements. It has been proposed that Clouds are in 
the process of evolving from single, monolithic 
Clouds to that of a federation of Clouds.[3][8] 
    The evolution of existing Cloud systems and 
markets to a federation of interoperable Clouds 
offers a number of advantages compared to that of 
single Clouds, including extended scalability, 
interoperability of Cloud systems, improved QoS, 
improved economies of scale and removal of Cloud 
isolation [4][15][16]. The continued increase of 
enterprises wishing to take advantage of Cloud 
computing can be seen as a natural progression for 
the integration of private and public Clouds [13]. It 
has also been forecasted that as Cloud systems 
mature, more sophisticated services shall emerge 
that will require multiple Clouds to function [14].   
     There are limited papers specifically 
investigating the dependability, and more 
specifically the reliability of federated Cloud 
systems. This paper will investigate and explore 
current Cloud and federated Cloud reliability issues 
and future areas of opportunity in the research area 
which will enable the creation of a suitable system 
model to improve the reliability of Cloud 
federation. 
II.  PROBLEM STATEMENT 
    The provisioning of reliable Cloud applications 
and services on a single Cloud remains a critical 
research problem [5]. Cloud applications are 
composed of various components, which can be 
situated in different geographical locations and are 
typically large scale and complex, requiring 
improved automation and scalability [1][7][8][15]. 
Moreover, building reliable and robust Clouds has 
not yet been clearly understood [5][27].  
    A Cloud federation is defined as two or more 
independent cloud providers that are able to share 
resources and are µable to scale applications across 
multiple domains to meet QoS targets of Cloud 
customers [6] [15]. A dynamic federation is when a 
federation is not static, with a priori policy 
agreements, with entities joining and leaving the  
federation autonomously[16]. The majority of the 
problems mentioned above are further amplified 
with the introduction of a Cloud federation, with 
each individual Cloud potentially varying in 
deployment model, administration domain, 
dependability specification and varying QoS 
requirements dynamically joining one or more 
Cloud federations. Despite this, the provisioning of 
not only complex services, but also reliable 
services "across a federated network of possibly 
disparate data centres is a difficult and unsolved 
problem" [6]. 
III.  RELATED WORK 
    There has been initial work in addressing Cloud 
federation dependability with the majority of the 
work focusing on federation models and VM 
migration. [12] focuses on the interoperability of 
Clouds. [4] addresses interoperability, resource 
allocation and identifying the key attributes of the 
federation as availability and security. [13] focuses 
mainly on interoperability of hybrid Cloud 
environments, but does not discuss dynamic 
federation. [15] focuses on performance evaluation 
and  resource management in federated 
environments and [16] addresses federated Clouds 
architecture, including varying Cloud deployment 
models, but focuses on security and trust 
mechanisms. Despite this, there are limited papers 
specifically investigating the reliability of federated 
Cloud systems.  
    Research into single Cloud application reliability 
is equally as limited. There has been some 
preliminary work in addressing reliability of Cloud 
systems; for example, FTCloud [5] is a component 
ranking framework for selecting the optimal fault 
tolerance scheme to apply to a Cloud application. 
Other reliability work includes a fault tolerant 
matrix multiplication implementation using the 
Cloud [19] and a high level modelling and analysis 
of Cloud system reliability [20]. A large majority 
of the Cloud reliability work to date has been 
focused solely on the reliability of a single Cloud 
and does not consider federated Cloud applications. 
FTCloud, a single Cloud fault tolerant ranking 
framework, only applies its model to addressing 
Crash and Value faults, but not Byzantine faults. A 
recent workshop discussed that the use of 
Byzantine fault tolerance on a single Cloud to 
achieve consensus could potentially couple the 
behaviour of multiple nodes, threatening the 
dependability of the entire Cloud system as a result 
of failure propagation, termed µfear of 
synchronisation¶ [9]. There are also emerging 
position and exploration papers about the 
applicability of Byzantine fault tolerance in a 
Cloud federation, arguing that the nature of Cloud 
federation introduces a unprecedented level of 
independence at little cost to that of the Cloud 
consumer[26][27][28].  To mirror the problem with 
achieving some form of consistency, Clouds are 
built using a large amount of redundant 
components [5], meaning that achieving 
consistency on a large system like a Cloud can be 
time consuming and resource intensive.  
IV.  AREAS OF OPPORTUNITY 
    Based upon the existing work and problems 
outlined in sections II and III, we have identified 
the following areas that require additional research: 
Reliability mechanism applicability - Investigation 
into whether current reliability tools scale 
sufficiently to massively scalable federated Clouds, 
and if current fault tolerant techniques are 
applicable to the characteristics and technologies of 
the Cloud.  
Grid and Cloud federations - There are similarities 
to how Grid federations and Cloud federations 
operate, Clouds heavily rely on the use of 
virtualisation compared to that of grid. Clouds are 
also seen as being much massively scalable, 
configurable and elastic compared to that of Grids 
[14]. An interesting opportunity area would be to 
see if these characteristics in Cloud would 
drastically alter the reliability mechanisms of 
federated Clouds to that of current reliability 
practises found in federated Grids. 
Reliability architecture retrofitting - It has been 
argued that current distributed system architectures 
cannot be retrofitted to achieve sufficient 
availability and security of Cloud systems [4]. An 
area of opportunity could be to investigate if this is 
also true for reliability. 
Consensus problem - Problems with large scale 
consensus in Cloud systems; µfear of 
synchronisation¶ is a phenomenon that is another 
interesting opportunity area to research into. 
Potential research could include the exploration of 
loosely coupled self-diagnosis and self-healing 
mechanisms such as recovery-oriented computing 
[10] and consequence-oriented computing [11]. It 
also invites debate about the merits of consistency 
vs. decoupling Cloud systems. 
Large amount of redundant components - Loosely 
coupled self synchronising components that 
attempt to achieve delayed consistency [17] and 
eventual consistency [25] could be of use and 
relevance to Cloud systems. 
Current federation dependability - Looking into 
present virtual organisation dependability 
implementations found in other distributed systems, 
and how they can apply to Cloud federations.  
V.  PROPOSED APPROACH 
    The approach of this research at current time is 
to define the research problem and scope in more 
detail, derived from the identified areas of 
opportunity outlined in section IV. From this, a 
system model similar to that shown in figure 1 will 
extend current federation models, whose present 
objective is to increase the interoperability between 
Cloud systems. The system model will assist with 
the understanding of the proposed system scheme, 
in relation to the more defined problem area, 
allowing to abstract the system to a necessary level 
and define the system in terms of correct behaviour 
[22][23]. This model, combined with the chosen 
research scope, will then be extended to research 
the complex relationship between federated Cloud 
components to form reliable, and by extension fault 
tolerant and consistent Cloud applications in a 
Cloud federation of varying deployment models. 
From the creation of a system model, a fault model 
can be made to perform a proper analysis of the 
identified problem.  
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Fig 1: A high level abstract of the proposed Federated Cloud system model 
 
VI.  REFERENCES 
[1] L.Vaquero, L.Merino, J.Caceres, M.Lindner µA break in the 
clouds: towards a cloud definition.¶ SIGCOMM Computer 
Communications Review. 39, 1, 50-55, 2009.  
[2] P.Mell, T.Grance µThe NIST Definition of Cloud Computing¶ 
National Institute of Standards and Technology, Information 
Technology Laboratory, 2009. 
[3] A. Celesti, et al. µHow to Enhance Cloud Architectures to 
Enable Cross-federation.¶ Published on Proceedings of The 3rd 
IEEE International Conference on Cloud Computing (IEEE 
Cloud 2010), Miami, Florida, USA pp.337-345, 2010. 
[4] B. Rochwerger, D. Breitgand, E. Levy, A. Galis, et al. µThe 
reservoir model and architecture for open federated cloud 
computing, in: Internet and Enterprise scale Data Centers¶, IBM 
Journal of Research and Development 53 (4) (2009) 4:1_4:11 
(special issue). 
[5] Z.Zheng, T. Zhou, M.Lyu, I.King µFTCloud: A Component 
Ranking Framework for Fault-Tolerant Cloud Applications¶ 
2010. IEEE 21st International Symposium on Software 
Reliability Engineering, Nov. 2010, pp 398-407. 
[6] B.Rochwerger, et al., µReservoir - When One Cloud Is Not 
Enough,¶ Computer, vol.44, no.3, pp.44-51, 2011. 
[7] K. Birman, G.Chockler, R. van Renesse µToward a cloud 
computing research agenda.¶ SIGACT News, 40, 2, 68-80, 2009.  
[8] R.Ranjan, R.Buyya µDecentralised Overlay for Federation of 
Enterprise Clouds¶ Decentralized Overlay for Federation of 
Enterprise Clouds. Handbook of Research on Scalable 
Computing Technologies, K. Li et. al.(ed), IGI Global, USA, 
2009.  
[9] K. Santos, P. Gummadi, and R. Rodrigues. µTowards trusted 
cloud computing¶,Q+RW&ORXG¶The 1st USENIX Workshop 
on Hot Topics in Cloud Computing, 2009.  
[10] D. Patterson et al. µRecovery-Oriented Computing (ROC): 
Motivation, DefinitioQ 7HFKQLXHV DQG &DVH 6WXGLHV¶ tech. 
report CSD-02-1175, Computer Science Dept., Univ. of Calif., 
Berkeley, Calif., Mar. 2002.  
[11] Y. S. Dai, Y. P. Xiang, G. W. Zhang., µSelf-Healing and Hybrid 
Diagnosis in Cloud Computing, µ Lecture Notes of Computer 
Science(LNCS), vol. 5931, pp. 45-56,2009. 
[12] Distributed Management Task Force, Inc.¶ Interoperable Clouds: 
A White Paper from the Open Cloud Standards Incubator¶ 2009. 
[13] P.Goyal µEnterprise Usability of Cloud Computing 
Environments: Issues and Challenges¶ 2010 Workshop on 
Enabling Technologies: Infrastructure for Collaborative 
Enterprises. 
 
 
[14] I. Foster, Y. Zhao, I. Raicu, and S. Lu, µCloud Computing and 
Grid Computing 360-degree compared,¶ in Grid Computing 
Environments Workshop, 2008, pp. 1-10. 
[15] R.Buyya, R.Ranjan, R.N.Calheiros µInterCloud: Utility-oriented 
federation of cloud computing environments for scaling of 
application services.¶ Proceedings of the 10th International 
Conference on Algorithms and Architectures for Parallel 
Processing (ICA3PP 2010), Busan, South Korea. Springer: 
Germany, 21±23 May 2010; 328±336. 
[16] A. Celesti, et al. µThree-phase Cross-cloud Federation Model: 
The Cloud SSO Authenticationµ Published on Proceedings of 
The 2nd IEEE International Conference on Advances in Future 
Internet (AFIN 2010), Venice, Italy July 2010.  
[17] M.Dubois,  L.Barroso, J.C.Wang, Y.S.Chen, ¶Delayed 
Consistency and its Effects on the Miss Rate of Parallel 
programs¶ Supercomputing ¶SS-206, Nov.1991. 
[18] Amazon Web Services µAmazon Elastic Compute Cloud 
(Amazon EC2),¶ http://aws.amazon.com/ec2/ 
[19] J. Deng, S. Huang, Y. Han, and J. Deng, µFault-Tolerant and 
Reliable Computation in Cloud Computing¶, In Proc. of IEEE 
Globecom Workshop on Web and Pervasive Security (WPS), 
2010. 
[20] <'DL%<DQJ-'RQJDUUD*=KDQJµCloud Service Reliability: 
Modeling and Analysis¶, the 15th IEEE Pacific Rim 
International Symposium on Dependable Computing, 2009. 
[21] Microsoft, µWindows Azure¶, 
http://www.microsoft.com/windowsazure/ 
[22] I. Lee , R. K. Iyer, µSoftware Dependability in the Tandem 
GUARDIAN System¶, IEEE Transactions on Software 
Engineering, v.21 n.5, p.455-467, May 1995. 
[23] E.Jonsson µDependability and Security Modelling, Metrics and 
Evaluation¶ Department of Computer Engineering Chalmers 
University of Technology. 
[24] R.Buyya, R. RaQMDQ µSpecial section: Federated resource 
management in gULG DQG FORXG FRSXWLQJ V\VWHV¶ Future 
Generation Computer Systems - FGCS , vol. 26, no. 8, pp. 1189-
1191, 2010. 
[25] W. Vogels µEventually consistent¶, Communications of the 
ACM, v.52 n.1, January 2009. 
[26] 9XNROLü07KHE\]DQWLQH HSLUH LQ WKH LQWHUFORXG6,*$&7
News 41, 105±111 (2010) 
[27] Y. Zhang, Z. Zheng, M.R. Lyu BFTCloud: A Byzantine Fault 
Tolerance Framework for Voluntary-Resource Cloud, 2011 
IEEE 4th International Conference on Cloud Computing 
[28] R. Guerraoui and M. Yabandeh. Independent faults in the cloud. 
In LADIS '10: Proceedings of the 4th ACM SIGOPS/SIGACT 
Workshop on Large-Scale Distributed Systems and Middleware, 
pages 12--16, 2010 
